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. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the

intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not

mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
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Object of Declaration: Wi-Fi G Demo Board

EU Declaration of Conformity

This declaration of conformity is issued by the manufacturer.

The development/evaluation tool is designed to be used for research and development in a laboratory
environment. This development/evaluation tool is not a Finished Appliance, nor is it intended for
incorporation into Finished Appliances that are made commercially available as single functional units to
end users under EU EMC Directive 2004/108/EC and as supported by the European Commission’s Guide
for the EMC Directive 2004/108/EC (8" February 2010}.

This development/evaluation tool complies with EU RoHS2 Directive 2011/65/EU.

For information regarding the exclusive, limited warranties applicable to Microchip products, please see
Microchip’s standard terms and conditions of sale, which are printed on our sales documentation and
available at www.microchip.com.

Signed for and on behalf of Microchip Technology Inc. at Chandler, Arizona, USA

O~ Ay =12
Derek Carlson Date
VP Development Tools
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Preface

NOTICE TO CUSTOMERS

document.

All documentation becomes dated, and this manual is no exception. Microchip tools and
documentation are constantly evolving to meet customer needs, so some actual dialogs
and/or tool descriptions may differ from those in this document. Please refer to our web site
(www.microchip.com) to obtain the latest documentation available.

Documents are identified with a “DS” number. This number is located on the bottom of each
page, in front of the page number. The numbering convention for the DS number is
“DSXXXXXA”, where “XXXXX” is the document number and “A” is the revision level of the

For the most up-to-date information on development tools, see the MPLAB® IDE online help.
Select the Help menu, and then Topics to open a list of available online help files.

INTRODUCTION

This chapter contains general information that will be useful to know before using the
Wi-Fi G Demo Board. Items discussed in this chapter include:

Document Layout

Conventions Used in this Guide

Warranty Registration

Recommended Reading

The Microchip Web Site

Development Systems Customer Change Notification Service
Customer Support

Document Revision History

DOCUMENT LAYOUT

This document describes how to use the Wi-Fi G Demo Board to create a Wi-Fi network
and control the demo board functions from the client device web browser.

The manual layout is as follows:

Chapter 1. “Overview” — This chapter provides a brief overview of the demo
board, highlighting its features and uses.

Chapter 2. “Hardware” — This chapter provides the hardware description of the
Wi-Fi G Demo Board.

Chapter 3. “Getting Started” — This chapter describes what you need to know to
start using the Wi-Fi G Demo Board.

Chapter 4. “Description of Modes of Operation” — This chapter provides the
modes of operation description of the Wi-Fi G Demo Board.

Chapter 5. “Programming” — This chapter describes what you need and how to
program the Wi-Fi G Demo Board.

© 2013 Microchip Technology Inc. DS50002147A-page 7
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» Chapter 6. “Advanced Features” — This chapter describes the advanced fea-
tures such as changing transmit power.

» Chapter 7. “Customizing Web Pages” — This chapter provides the guidelines on
how to customize web page contents.

* Appendix A. “Wi-Fi G Demo Board Schematic” — This appendix includes the
Wi-Fi G Demo Board schematic.

DS50002147A-page 8 © 2013 Microchip Technology Inc.
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CONVENTIONS USED IN THIS GUIDE

This manual uses the following documentation conventions:

DOCUMENTATION CONVENTIONS

Description

| Represents

Examples

Arial font:

Italic characters

Referenced books

MPLAB® IDE User’s Guide

Emphasized text

...Is the only compiler...

dialog

Initial caps A window the Output window

A dialog the Settings dialog

A menu selection select Enable Programmer
Quotes A field name in a window or | “Save project before build”

Underlined, italic text with A menu path File>Save
right angle bracket
Bold characters A dialog button Click OK

A tab

Click the Power tab

N‘Rnnnn

A number in verilog format,
where N is the total number of
digits, Ris theradixand nis a
digit.

4'p0010, 2'hF1

Text in angle brackets < >

A key on the keyboard

Press <Enter>, <F1>

Courier New font:

Plain Courier New

Sample source code

#define START

Filenames autoexec.bat

File paths c:\mccl18\h

Keywords _asm, _endasm, static
Command-line options -Opa+, -Opa-

Bit values 0, 1

Constants O0xFF, ‘A’

Italic Courier New

A variable argument

file.o, where file can be
any valid filename

Square brackets [ ]

Optional arguments

mccl8 [options] file

[options]

Curly brackets and pipe
character: { | }

Choice of mutually exclusive
arguments; an OR selection

errorlevel {0]1}

Ellipses...

Replaces repeated text

var name [,
var name...]

Represents code supplied by
user

void main (void)

{
}

© 2013 Microchip Technology Inc.
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WARRANTY REGISTRATION

Please complete the enclosed Warranty Registration Card and mail it promptly. Send-
ing in the Warranty Registration Card entitles users to receive new product updates.
Interim software releases are available at the Microchip web site.

RECOMMENDED READING

This user's guide describes how to use the Wi-Fi G Demo Board. The following
Microchip documents are available from the Microchip web site (www.microchip.com),
and are recommended as supplemental resources.

MRF24WGOMA/MRF24WGOMB Data Sheet (DS70686)

Microchip MRF24W Getting Started Quick Guide for MRF24WBOMA/B,
MRF24WGOMA/B for MLA v5 (DS52108)

PIC32MX5XX/6XX/7XX Family Data Sheet (DS61156)

TCPIP Stack Help.chm (This is bundled together with the TCIP/IP source code
releases.)

THE MICROCHIP WEB SITE

Microchip provides online support via our web site at www.microchip.com. This web
site is used as a means to make files and information easily available to customers.
Accessible by using your favorite Internet browser, the web site contains the following
information:

* Product Support — Data sheets and errata, application notes and sample
programs, design resources, user’s guides and hardware support documents,
latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical
support requests, online discussion groups, Microchip consultant program
member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip
press releases, listing of seminars and events, listings of Microchip sales offices,
distributors and factory representatives

DS50002147A-page 10
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DEVELOPMENT SYSTEMS CUSTOMER CHANGE NOTIFICATION SERVICE

Microchip’s customer notification service helps keep customers current on Microchip
products. Subscribers will receive e-mail notification whenever there are changes,
updates, revisions or errata related to a specified product family or development tool of
interest.

To register, access the Microchip web site at www.microchip.com, click on Customer
Change Notification and follow the registration instructions.

The Development Systems product group categories are:

» Compilers — The latest information on Microchip C compilers, assemblers, linkers
and other language tools. These include all MPLAB C compilers; all MPLAB
assemblers (including MPASM™ assembler); all MPLAB linkers (including
MPLINK™ object linker); and all MPLAB librarians (including MPLIB™ object
librarian).

* Emulators — The latest information on Microchip in-circuit emulators. This
includes the MPLAB REAL ICE™ and MPLAB ICE 2000 in-circuit emulators.

* In-circuit Debuggers — The latest information on the Microchip in-circuit debug-
gers. This includes MPLAB ICD 3 in-circuit debuggers and PICkit™ 3 debug
express.

- MPLAB® IDE - The latest information on Microchip MPLAB IDE, the Windows®
Integrated Development Environment for development systems tools. This list is
focused on the MPLAB IDE, MPLAB IDE Project Manager, MPLAB Editor and
MPLAB SIM simulator, as well as general editing and debugging features.

* Programmers — The latest information on Microchip programmers. These include
production programmers such as MPLAB REAL ICE in-circuit emulator, MPLAB
ICD 3 in-circuit debugger and MPLAB PM3 device programmers. Also included
are nonproduction development programmers such as PICSTART® Plus and
PICkit 2 and 3.

CUSTOMER SUPPORT

Users of Microchip products can receive assistance through several channels:

+ Distributor or Representative

* Local Sales Office

 Field Application Engineer (FAE)
» Technical Support

Customers should contact their distributor, representative or field application engineer
(FAE) for support. Local sales offices are also available to help customers. A listing of
sales offices and locations is included in the back of this document.

Technical support is available through the web site at:
http://www.microchip.com/support

DOCUMENT REVISION HISTORY
Revision A (March 2013)

* |nitial Release of this Document.

© 2013 Microchip Technology Inc. DS50002147A-page 11
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Chapter 1. Overview

1.1 INTRODUCTION

Thank you for purchasing the Microchip Technology’s Wi-Fi G Demonstration kit. The
Wi-Fi G Demo Board provides a low-cost and portable development system for
Microchip’s MRF24WGOMA IEEE 802.11b/g Wi-Fi Transceiver Module.

The Wi-Fi G Demo Board is preloaded with a demo software for the user to explore the
features of the MRF24WGOMA Wi-Fi module. It is also expandable through an 8-pin
expansion interface, which enables the user to extend its functionality by adding
various sensor expansion boards.

The topics discussed in this chapter include:

* Wi-Fi G Demonstration Kit Contents
* Functionality and Features

1.2 Wi-Fi G DEMONSTRATION KIT CONTENTS

The Wi-Fi G Demonstration Kit contains the following:
* Wi-Fi G Demo Board

» 2 AAA Batteries

* Male 1x6 Connector Header HDR-2.54 (J14)

* Wi-Fi G Demo Board Information Sheet (DS52107A)

1.3 FUNCTIONALITY AND FEATURES

The Wi-Fi G Demo Board supports the following network types:
* Infrastructure (client)

* Ad hoc

» Wi-Fi Direct (peer-to-peer as group client)

» SoftAP

The security modes supported are:

* Open

WEP-40, WEP-104 (Wired Equivalent Privacy)

» WPA (Wi-Fi Protected Access)

+ WPA2 (Wi-Fi Protected Access)

For ease of setup and usability, the following connection methods are also supported.

+ WPS-PBC (Wi-Fi Protected Setup Push Button Configuration)
* WPS-PIN (Wi-Fi Protected Setup Personal Information Number)

© 2013 Microchip Technology Inc. DS50002147A-page 13
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Note:

above.

For Demo Version 1.02, only SoftAP, infrastructure and ad hoc network
support are offered. SoftAP supports only open and WEP security at this
time. All security modes are supported in other network types. Future
versions of the Demo software will include the additional functions noted

A representation of the layout for the Wi-Fi G Demo Board is shown in Figure 1-1.

FIGURE 1-1:

Wi-Fi®

G DEMO BOARD LAYOUT

6dl OTdl

ervi Ol M O O Wiy

SWO

7\

=

65D I
MICROCHIP

oum

WiFi G Demo Board
LED® LED1

LED2

OFF 51

E"?‘m

ﬁ
U'I
w

C?

8ty

R46
T

o
=

£SD

1

L

S

Jisw

SENSOR PORT

99D
85D

L

DS50002147A-page 14

© 2013 Microchip Technology Inc.




Overview

The Wi-Fi G Demo Board has the following key features:

MRF24WGOMA |IEEE 802.11 b/g Wi-Fi Transceiver Module
PIC32MX695F512H 32-bit microcontroller

MCP1642 +3.3V Boost regulator

Three LED status indicators (LEDO - GREEN, LED1 - YELLOW, LED2 - RED)
One push-button switch for user input (SWO0)

Power ON/OFF slider switch (S1)

6-pin programming/debug port (J14)

8-pin expansion port (J15)

© Nk LN =
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Chapter 2. Hardware

This chapter describes the hardware features of the Wi-Fi G Demo Board.

21 HARDWARE FEATURES

The key features of the Wi-Fi G Demo Board are listed below and are introduced in
Section 1.3 “Functionality and Features”. See Figure 1-1 for their locations on the
board.

211 MRF24WGOMA IEEE 802.11 b/g Wi-Fi Transceiver Module

The MRF24WGOMA IEEE 802.11 b/g Wi-Fi Transceiver Module provides wireless con-
nectivity to the demo board. Host communication is through SPI2 of the PIC processor
on the board.

21.2 Processor Support

The Wi-Fi G Demo Board is designed with a permanently mounted (soldered)
PIC32MX695F512H processor.

21.3 Power Supply

The board is powered by 2 AAA batteries. If required, the battery voltage is monitored
and boosted by the MCP1642 Synchronous Boost Regulator.

214 LEDs

The LEDs: LEDO (GREEN), LED1 (YELLOW) and LED2 (RED) are connected to
PORTE and PORTF of the PIC32MX695F512H processor. To turn the LEDs ON, the
port pins are set high.

21.5 Switches

The Wi-Fi G Demo Board has the following switches:

* S1 - Controls the main power to the board. To turn on the board, move S1 slider
to the ON position.

+ SWO0 - It is an active low push-button switch, connected to RD9 of the processor.
When idle, the switch is pulled high (+3.3V) and when pressed, it is grounded.

21.6 Programming/Debug Port

Connector J14 provides easy access to the PIC32MX695F512H processor’s debug
pins. This is used to program or reflash the demo board with new firmware.

21.7 Expansion Port

Connector J15 provides access to six of the processor’s spare I/O pins. These pins can
function as general purpose I/O ports or as an SPI, 12C or UART interface to an external
circuit design.

© 2013 Microchip Technology Inc. DS50002147A-page 17
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TABLE 2-1: J15 EXPANSION PORT PIN CONFIGURATIONS
Pin 1 Pin 2 Pin 3 Pin 4 Pin 5 Pin 6 Pin7 Pin 8 Interface
SCK +3.3V GND SDI SDO /1SS - SPI
- +3.3V GND SDA SCL - -+ 12cm™
RTS +3.3V GND RX TX CTS - USART
X2 +3.3V GND RX1 TX1 RX2 - DUAL
USART

* - Pins 7 and 8 may be used as GPIO or A2D (analog-to-digital) pins.

© 2013 Microchip Technology Inc.
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Chapter 3. Getting Started

3.1 OVERVIEW

The Wi-Fi G Demo application uses a network provisioning mechanism called
EasyConfig to enable configuration of an embedded device on a wireless network.
EasyConfig utilizes the web server of the TCP/IP stack and a wireless network to
enable the user to input the desired network information from a client browser, and then
reset the device to connect to the desired network.

3.2 RUNNING THE Wi-Fi G DEMO APPLICATION

This section describes how to connect to the Wi-Fi G Demo Board to control the on
board LEDs and view the status of the SWO0 switch from a web browser. It also
describes how to connect the Wi-Fi G Demo board to an existing network.

1. After turning the power on, the Wi-Fi G Demo Board broadcasts a SoftAP net-
work with an SSID, MCHP_G_xxxx, where, xxxx is the last four digits of the
MRF24WGOMA IEEE 802.11 b/g Wi-Fi Transceiver Module’s MAC address (See
Example 3-1).

EXAMPLE 3-1:

MRF24WGOMA MAC (SN): 001ECO01F102
SSID: MCHP G_F102

FIGURE 3-1: AVAILABLE WIRELESS NETWORKS

nohee_o :ﬂﬁﬂ g
WiFi-User's Guest Network :qjﬂ
MicrochipDemaAP .:ﬂﬂ
MBR1200B-f3f .,'qjﬂ

A L
LedZepAF _ﬂ!ﬂj

MCHP_G_f102 :ﬂﬂ

#! Information sent over this network
might be visible to others,

|| Connect automatically E Connect ] =

il
ia

= T

Open Netwaork and Sharing Center

Note: SoftAP is required to transmit beacons within each beacon interval. This
increases the transmit power consumption and therefore shorten the
battery life.

© 2013 Microchip Technology Inc. DS50002147A-page 19
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2. Connect a client device (e.g., laptop, smart devices) to the MCHP G xxxx
SoftAP network.

3. When the client device is connected, use a standard web browser and enter the
IP address of the Wi-Fi G Demo Board. The default IP address is
http://192.168.1.3. Another alternative is to enter “mchpboard.local” into the web
browser. See figure Figure 3-2.

FIGURE 3-2: ACCESSING WEB BROWSER

£ -~ B & X | wiFi-G Demo Board %

File Edit View Favorites Tools Help

A \ - ~ 2 dmn v Pagev Safetyv Tools~ (@~

-

Q MICROCHIP Instead of using IP address, use assigned
host name mchpboard.local

WIiFi-G Demo Application

m Version: v1.00
MRF24WGOMA
]
ﬁ(;l;‘f:go:-};e welcome' LEDs: (Click LED to Toggle)
You are currently connected to:
s SSID name: MCHP_G_e935 Button Status:
e Security type (None, WEP, WPA, WPA2, ]

WPA-AUTO, WPS): None
* WLAN type: SoftAP (BSS)
* IP Address: 192.168.1.3
* RF module FW version: 3107

On the right you'll see the current status of the demo board. For a quick
example, click the LEDs to toggle the lights on the board. Press the push
button and you'll see the Button Status update immediately. This
examples uses AJAX techniques to provide real-time feedback.

4. The following web pages from the web server that is running on the Wi-Fi G
Demo Board are displayed.

a) The index.htm web page displays the additional information about the Wi-Fi G
Demo Board application. It also displays the continually updating status of the
three LEDs (LEDO, LED1 and LED2) and push-button on the Wi-Fi G Demo
Board, see Figure 3-3. To control the LEDs, click on the LED icon on the web
page. To see the status of the push-button, press SWO0 on the Wi-Fi G Demo
Board.

DS50002147A-page 20 © 2013 Microchip Technology Inc.
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FIGURE 3-3: SAMPLE INDEX.HTM WEB PAGE

A5\ MicrocHip

WiFi-G Demo Application

m Wersion: v1.00
MRF24WGOMA

S Welcome!

You are currently connected to: L
# S5ID name: MCHP_G_e935 Button Status:
* Secunty type (Mone, WEP, WPA, WPAZ, A

WPA-AUTO, WPS): None
« WLAN type: SoftAP (BSS)
» IP Address: 192.168.1.3
* RF module FW version: 3107

0n the nght you'll see the current status of the demo board. For a quick
example, click the LEDs to toggle the lights on the board. Press the push
button and you'll see the Button Status update immediately. This
examples uses AJAX techniques to provide real-time feedback.

There are three menu items on the left hand side. The first is the current
page you see, which shows the status of the LEDs and push button.

The second menu item (MRF2Z4WGOMA), will display a page with
information about the 802.11b/g RF Transceiver Module being used for
this demao.

The third menu item (Configure Network), will display a page that will
allow you to scan for nearby networks, see them, and then connect to
another network. After the attempt is made to connect to the new
network, you will have to transition your wireless PC, laptop, or
handheld wireless device to this new network in order to see that the
device has indeed changed networks.

Browser-based Device Configuration

This showcases how to configure and program an embedded Wi-Fi
device that does not have a natural keyboard and screen. By using the
internal webserver that accompanies the Microchip TCP/IP stack, end-
users can use their browser as a conduit for programming the device
with the correct network parameters.,

For a wireless network, an end-user would need to have knowledge of at
least the following information:

* 551D name
s Security type (None, WEP, WPA, WPAZ, WPA-AUTQ, WPS)
» Security key

L5 pioneered by most modern operating systems, the application also
has the ability to scan for all networks in the vicinity of the device, and
display them to the user. The user will also be given additional
information about the network such as whether security is enabled or
how far away the other network is. Users are also given the opportunity
to enter all the network information manually, which is required when
trying to connect to a network with a hidden S5ID.

C Ak & 303 Micrachin T by
Copyright £ 2013 Micrachip Technolos

b) Themrf24wgOma.htm web page highlights the features of the MRF24WGOMA
IEEE 802.11 b/g Wi-Fi Transceiver Module and the supporting development
tools. See Figure 3-4.
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FIGURE 3-4: SAMPLE MRF24WGOMA . HTM WEB PAGE

lﬁ\mmmn

WiFi-G Demo Application

Wl et IEEE 802.11 — Wi-Fi®
MRFZAWGOMA

Dvrandiaw

Configure
Network

Fiicracg hEn moe ITE ' eI SATTLCESTE 'S ey 3 e bacroiagen (o Lhe wTieie
k. icrachg e a5 1o st bt wets 2721 cxpmnitin | Mcrachis
Swmcomen: CaoTa Mo the SIS FISEA FICTE and eSS iy o mioocoiciens. Tha Fioim
Cavmiapmen: e ot the AET 3RS GIVA F100 ans Wi cwtfed modue

T ' VT wie Camgrany o pucky S W Sres: Sonnecimn £ e e
Cormeciing i atancan: 512,115 moosEs ponis. I ranegng the connection, e -Asafnc':runm.u
orireiy e MAAC mne bmsioers: byare e i cormaches b the R V0L v w0 55 oo The V8 o This

NS MR, Bl POE ardee

RS- IO GINES suppaty odomal arfoman

Exptursg:

- IEEE BO0Z.11b/'g compliant wirsless solution compatible with
fgim routers

Compatibde with PIC1E, PICZ4, PIC3Z and dsPIC

microcontrollers

Supports Infrastnecture (chent), Adboc, ScftdP, WiF:- Direct

(group clisnl) melworks

» MRFZAWGEIMA small Toctprint n:’_‘Ll- wt:;mtcd art=nna,
MALC, Baz=band, RF and powsr am

» MEFZAWGEIMASE module = FCC, [’
ROHS, CE and ETSl compliant, prowvid
=avirgs and quick time=-to-markst

» License Free TCP/IP stack supporting standand suit= of
Int=mel S=rvic=s

= Provides Full IP == L.r‘hﬁlzsL A= web z=rver, smail,
FTP, ICMP/DHCF == =, elc.

= Built-in EZConfig application To Tacililate neltwork provisioning

ul a Keyboand or display

Conf [ Boenjour, Airahd) application to simpiity
Puman interaction

» Supports WEP, WPA and WPAZ ==cunity protocols on module

» Supports WPS-PBEC and WPS-PIN connecti thods

= Solulions ax =impl= a= a singls FIC ples Wifi module with
power and passives,

i o=rtifimd, and
considernbie cost

Softwars Solrtions

TOAP wack which OO WS CIn Be Eovnoeces ram Miomans: Applestons Libnery. The sk
e Tach w Wi Semes weh RECe G e Taston funcions. od e s g
EO e R RASTEES

0211 Devesopment Toois

IR TG, WIS Sictan ¢ Ficime S provioss SI21 conmacingly Lnng P mcracorrsters o
Ahcrachip's ceveicpment o

Sunporisd Develogment Toois:

B DN .t + ARV Pl [ Piisl Tua

e i 18+ A0I0H1S P - Adw S

iy r— FITIE Sarter K+ 0T Epnion S + AS18414E Fics | S

S
e Spanemn Sos

Srpiorar TE -+ AC1ES13G e ¢ Picel Tl

c) The configure.htm web page enables the user to scan for nearby networks
and connect to the selected network to start up as a group client in Wi-Fi Direct
network, or as an ad hoc, or as a SoftAP and to select WPS-PBC or WPS-PIN.
See Figure 3-5.
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FIGURE 3-5: SAMPLE CONFIGURE.HTM WEB PAGE

AS\ MicrocHP

WiFi Direct {group client role)

Display Scan Aesults |

MRFZAWGOMA Scan for Wirsless Nemworks |
Configure WPS Push Bution (WPS-FECE |
Network WES FIN (WPS-FIN) |
Ad-Hoc |

Soft AP |

|

|

Other Metwork...

WiFi-G Demo Application

=

Copyright © 2013 Microchip Techniology,

Inc:

5. To connect the Wi-Fi G Demo board to an existing network, click Display Scan
Results on the configure.htm web page. See Figure 3-6.

FIGURE 3-6: DISPLAY SCAN RESULTS WEB PAGE

AZ\ MicrocHip

MRF24WGDOMA

Configure

Network

WiFi-G Demo Application

[ Display Scan Results ]
KenHesky2
guest

mchp-peap L
guest

mchp-secure Cl
MBR1200B-f3f

guest

Cisco55528
mchp-peap L
mchp-secure &
mchp-secure L
nohee_yyy

WiFi-User's Guest
Network

AmyOng_AP L
nohee_xxx

SMC

mchp-peap C
guest

mchp-peap L
guest

mchp-secure &
mchp-secure Ll
LedZepAP

mchp-peap L
guest

mchp-secure Ll

Scan for Wireless Networcs

WP Fush Button (WFPS-FBC)
WPS PIN (WPS-PIN}

Soft AP

‘WiFi Direct (group cliert role)

I |
I |
I |
[ Ad-Hoc |
I J
I |
( J

Other Network...

Copyright @ 2013 Microchip Technology, Inc.

6. When a new network is selected, the Wi-Fi G Demo Board resets automatically
using the parameters (SSID, security key) of the new network to reconnect to this
new network. See Figure 3-7.

© 2013 Microchip Technology Inc.
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FIGURE 3-7: RECONNECTION TO NEW NETWORK

AN nttp//mehpboard Jocal/recannect htm P - B ¢ X | A wiFi-G Demo Board

File Edit View Favorites Tools Help

o~ v =] mn v Page~v Safel

ﬁ'\ MICROCHIP

XTI  Reconnection in Progress

MRF24WGOMA A . :
— A connection to another network is now underway! You will need to
Configure connect this laptop/PC/portable device to the new network
Network ("AO_MicrochipDemoAP") to regain access to this demo.

As a reminder, this is the network you were on:

+ SSID: "MCHP_G_e90e"
+« WLAN type: SoftAP (BSS)

This is the network that you will be going to:

+ SSID: "AO_MicrochipDemoAP"
+« WLAN type: Infrastructure (BSS)

Copyright € 2013 Microchip Technology, Inc.

7. To continue using the demo, the client device must be reconnected to the same
network where Wi-Fi G Demo Board is redirected to.

Note: Thisis notapplicable forinitial release Demo Version 1.02. The demo board
always attempts to connect to the last known network. If the user wants to
reset the demo board to factory default conditions (startup in SoftAP mode)
again, then simply press SWO for 4 seconds. Do NOT press SWO0 immedi-
ately on power up, as this initiates a self-test and does not reset the demo
board to default factory conditions.
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Chapter 4. Description of Modes of Operation

41 SoftAP NETWORK

On starting the demo, the factory default conditions has the product start up as a
SoftAP without security. This means that all the network information that is being con-
figured on the device is going over-the-air in the open. For most applications, unless
another user is specifically attempting to listen in on this network, the potential security
impact is minor. However, for applications that require baseline level of security, WEP
can be employed on the network.

SoftAP is the centralized coordinator for the network. With MRF24WGOMA IEEE
802.11 b/g Wi-Fi Transceiver Module firmware version 0x3107 and future releases, it
supports Wired Equivalent Privacy (WEP) (40-bit/104-bit) security.

42 AD HOC NETWORKS

Ad Hoc networks are peer-to-peer networks with no centralized coordinator for the net-
work. All the devices share the responsibilities of keeping the network running. Accord-
ing to 802.11 specifications, ad hoc network only supports 802.11b rates of 1 Mbps, 2
Mbps, 5.5 Mbps and 11 Mbps.

One downfall of ad hoc networks is that typically security is not employed on them.

The MRF24WGOMA IEEE 802.11 b/g Wi-Fi Transceiver Module can secure an ad hoc
network with Wired Equivalent Privacy (WEP) (40-bit/104-bit) security, like most of the
laptops and ad hoc devices. Very few devices in the market can secure an ad hoc net-
work with Wi-Fi Protected Access (WPA) level security due to tremendous overhead.

For most applications, unless another user is specifically attempting to listen in on this
network, the potential security impact is minor. However, for applications that require
baseline level of security, WEP can be employed on the network.

Most Android devices do not support ad hoc networks.

4.3 Wi-Fi DIRECT NETWORKS

Wi-Fi Direct network is a peer-to-peer (P2P) network. It enables the user to configure
a secured wireless network between several devices, such as smart devices, laptops
or computers with wireless network adapters, without using an access point (AP).

Wi-Fi Direct supports Wi-Fi Protected Setup (WPS) connection method, which is
known as the WSC (Wi-Fi Simple Configuration) Config Methods in the Wi-Fi
Peer-to-Peer (P2P) Technical Specifications, in particular WPS Push Button method
with WPA2.

From the negotiation process, each device determines which devices become group
owner (GO) or group client (GC). The GroupOwnerintent field in the P2P information
element (IE) indicates the level of desire to become the GO. The higher the value, the
higher the desire to be the GO.

MRF24WGOMA IEEE 802.11 b/g Wi-Fi Transceiver Module only supports the role of
GC.

Wi-Fi Direct does not support 802.11b.
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