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1. Required Equipment

PC with 1GB RAM and Windows® 7, Windows 7 Service Pack 1 (SP1), and
Windows 8.1 Professional OS
o www.xilinx.com/design-tools/vivado/memory.htm
MicroZed™ Development Board (available for purchase separately)
o http://microzed.org/
MAXREFDES44# Reference Design
A-to-B Micro-USB Cable
Maxim DS28E35 Evaluation System (DS28E35EVKIT#) (2nd generation with
DS2475 available for purchase separately), used for programming only
Xilinx Platform Cable USB or equivalent
A terminal program such as Tera Term or HyperTerminal
Embedded Design Tools (Xilinx SDK 2014.2)
o www.Xxilinx.com/support/download/index.htm
Firmware Files (MAXREFDES44_ NDA_FW.zip)
o Available by request with a nondisclosure agreement (NDA) on the Maxim
MAXREFDES44# webpage. Refer to the “Design Resources” tab at
www.maximintegrated.com/MAXREFDES44.

. Overview

The MAXREFDES44+# (also referred to as “Cheyenne”) software can be
downloaded to the MicroZed development board. Use the Xilinx SDK to download
the board bitstream and executable files. This approach allows the source code to
be modified and is explained in detail in Section 5: Running the MAXREFDES44#
(Cheyenne) Application.
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3. Installing MicroZed Development Board’s UART Driver and Virtual
COM Port

If the MicroZed development board has not been connected to the PC before, it is
necessary to install the software driver for the virtual COM port per the following
procedure:

1.

Follow the instructions in the Silicon Labs CP210x USB-to-UART Setup Guide to
complete the installation of the USB driver for the MicroZed, located here:

o www.silabs.com/products/mcu/Pages/USBtoUARTBridgeVCPDrivers.aspx
Connect an A-to-B Micro-USB cable to the host PC and connector J2 on the
MicroZed development board.

Windows 7 will automatically assign a virtual COM port to the board. The Device
Manager shows which COM port is assigned and also allows the user to select a
COM port. For example, in this system, the default virtual COM port is COM17.
Look in the Ports (COM & LPT) listing and look for the Silicon Labs CP210x
USB to UART Bridge item. Take note of the COM port assigned by the system.

1--1? Ports (COM &L LPT)
- .72 Communications Port (COML)

."5" ECP Printer Port (LPTL)

L <" Intel(R) Active Management Technology - SOL (COM3)

-T2 Prolific USB-to-Serial Comm Port (COMS)

<43 Silicon Labs CP210x USB to UART Bridge (COMIZ

4. Setting Up the MicroZed Development Board
Use the following procedure to set up the MicroZed development board application:

1.

Plug the MAXREFDES44#, component side facing the MicroZed board

(Figure 1), into J5 that is the row with pin 7 marked. Note: The MAXREFDES44#
should be preprogrammed per Appendix A: Setup and Program the
MAXREFDES44# before plugging into the system.

Connect the USB-JTAG cable with pod and ribbon connector between the JTAG
connector on the board and a USB port on the PC.

Plug the USB cable into the PC and port J2 on the MicroZed board. LED D5 will
illuminate indicating power good (see Figure 2).
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Figure 1. MicroZed Development Board
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Figure 2. MAXREFDES44# Board Connected to MicroZed Development Board
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5. Running the MAXREFDES44# (Cheyenne) Application

The MAXREFDES44# (Cheyenne) application can be loaded into the MicroZed board
and then run without rebuilding the Xilinx Vivado® design by using prebuilt exported
files for the SDK. The system hardware should be set up per the Installing MicroZed
Development Board’s UART Driver and Virtual COM Port and Setting Up the MicroZed

Development Board sections. Below is the quick procedure to run the application:

1.

2.

If not already done, follow the install directions of the Installing MicroZed
Development Board’s UART Driver and Virtual COM Port section.

Set up the MicroZed board as described in Setting Up the MicroZed
Development Board section.

Start a Tera Term or HyperTerminal session and set the serial port parameters to
your virtual COM port, 115200 baud rate, no parity, 8 bits, 1 stop bit, and no flow
control.

Create a working directory path (e.g., C:\designs\maxim\MAXREFDES44) and
open the Xilinx SDK 2014.2.

Select the working directory path and click OK.

Select a workspace

Xilinx SDK stores your projects in a folder called a workspace,
Choose a workspace folder to use for this session,

Workspace: I Chdesignsimaxim' MAXREFDES44 I

1

[7] Use this as the default and do not ask again
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6. Click on Import Project when the Xilinx SDK GUI opens.

File Edit Source Refactor Navigate Search Run Project Xilinx Tools Window Help

| 5 Welcome 52 . &

XILINX

ALL PROGRAMMABLE.

Getting Started

Create Application Project

Create an application project for a selected
hardware platform.

Import Project
Import one of the existing projects.

Documentation & Tutorials

Cheat Sheets = Quick Take Videos
Select one of the existing cheat sheets on Xilinx | View short video tutorials on various SDK
= SDK. features

e I Release Notes Guide Faid) = User Guide
.f‘ Information about installation and new features \J More detailed info on SDK actions, dialogs and
in this release ’x butions.

me

7. Choose Select archive file:, then click Browse to choose the location of the
MAXREFDES44_SDK_v0p0.zip, and finally click Finish.

Import Projects

/b, Some projects cannot be imported because they already exist in the workspace

“ (71 Select root directory: |

Ci\designs\maxim\MAXREFDES44_SDK v0p0.zip

Projects: 1

[¥] Cheyenne (Cheyenne) Select All

[¥] hw_platform_0 (hw_platform_0)

0 Deselect All
standalone_bsp_0 (standalone_bsp_0)

Copy projects irto workspace
Working sets

[] Add project to working sets

&

® l Finizh I ’ Cancel
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The project should now display in the Xilinx SDK GUI as shown below.

File Edit Source Refactor Mavigate Search Run Project JXilinx Tools Window Help

-2 ®-8-@ (@ -8-F~@- %-0-Q-~

g - - -

D rEE S e

& FEac]

=0 SO)Eown ™ @Ma| =0
Sk An outline is not available.
» 25 Cheyenne
» (3 hw_platform_0
i+ [} standalone_bsp 0
(48 Target Connections 5 S 5/[EL Probl 2 ¢ Task | B Cons | El Prop | & Term| = 5 |[[E] sDK Log 52
T g e | e =
el
-4 Local [default] Description Resource
4 m b - ¢
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9. Expand the Project Explorer to view all the source files and double-click on
main.c to open the file. When the main.c is open, scroll down to line 189. The
system public x/y keys in main.c need to be the same as what was programmed
in DS28E35 using Appendix A: Set Up and Program the MAXREFDES44#. In
your final design, it is important to make sure the system public x/y keys are from
your unique system key pair.

& crc-. - cmenerdmen e o

File Edit Source Refactor Mavigate Search Run  Project Kilink Tools Window Help

R &-®-h @ @8 -E-@ $-0-Q- %\ O 2HE & &~ FE0 S-F-vordl-

=5

ri\h Praject Explorer b - =)
BES| Y7

// Seed the random number generator for each authentication -
/f In this case it is good to allow some time to pass by the
J/ 1-Wire Search ROM algorithm (i.e. Finding the D528E35).

4 =5 Cheyenne

b 4 Binaries XTime GetTime(&time);
[ Includes srand( (unsigned)time);
i (2= Debug
4 = sic // Start procedure setting system keys, getting device public key from pages @&1, reading certificate and verify
printf("\n\n****Begin procedure to get public keys, certificate and verify*®***\n"}; B
b uc ,_.l
B delay.c /f Set the system public key for x,y for DS28E35 Peripheral Module
I+ Lh| delay.h J/Note: This is MSB first and LSB last which is the opposite of DS28E35 Evaluation Kit vepa
id
b [ ds28e35.c sprintf(system PubKey x, "AFF715516179F2DBB247EBE BD5245E92043A27A973") ;
b @ ds28e35.h DD6BATACCFERTEFBSDD" ) ;
" main..c [/ Convert system Pubkey x,y to bytes and confirm lgnght is 24
b % onewire.c if{convert_str to_bytes(system PubKey x, 24, buf) == 24)
P onewire.h
i [B platform_config.h for‘[(;. :?i; < 245 i) /{ Pre-load system pubkey x into xq3 with LS8 1st
; atf ] xq3[i]=buf[i];
:3 ;:tfz::; printf("\nSystem Public Key x: ");
e b . for (i =@; 1 < 24; it+)
Ilbucl-ﬂ printf("%82x", xq3[i]);
Iscript.ld }
README.bet else

printf("\nERROR-System Public Key x is not 24 bytes longhn");

[ h latf 0
X L: o if(convert_str_to_bytes({system_PubKey vy, 24, buf) == 24)

3 @ standalone_bsp 0
for (i =8; 1 < 24; i+4) // Pre-lead system pubkey y intoc ygq3 with LSB 1st

ya3[i]=buf[i]; -
< | [ r

| g S
J@ C/C++ - Cheyen Xilinx SDK
File Edit Source Refactor Mavigate Search Run  Project I".’iﬁhr'Tools Window Help
.'_-. | B o Q o :n_j @ - @4 I'£<|> -~ @ E Generate [[nkerscript'
= \ 7 = Board Support Package Settin
=0 ||@ main.c & W, F:lp 2 &
] @ Repositories
// Seed t
3 /{ In thi
4 == Cheyenne R 22 Program FPGA _
[ ﬁb, Binaries XTime Get Dump/Restore Data File
b [ail Includes srand((un ] Program Flash
I (&= Debug
4 [= s H'S::EE\ XMD Conscle
rin
b & uel d . X5DB Console
p B delay.c /f set thi ] Launch Shell
b+ [ delay.h /Note:
b [@ de2ge3sic sprintf(s aﬁ Configure ITAG Settings
b [B ds28e35.h sprintf(s| g€ System Generator Co-Debug Settings
& | g main.c| IF G 2 Create Zyng BootImage
ey
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11.Click on Program from the Program FPGA window that opens.

i Program FPGA
Specify the bitstrearn and the ELF files that reside in BRAM memory

Hardware Configuration
Hardware Platform: |5hw_plaﬁu:m_0

Connection: [ Local
Device: | Auto Detgc_!_
Bitstream: i Z_system_wrapper.bit
EMMMMLFiles |
Software Configuration
Processor ELF File to Initialize in Block RAM

4 il

[¥] Run reset_zynqpl

@ l Program I [

Cancel

]

12. A status window should now appear showing the FPGA programming.
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13. After the FPGA programming completes, go to the file menu and select
Run | Run.

ch-l--)- Cheyenne{srtfmn.c - Kilinx SDK
File Edit Source Refactor MNavigate Search Run | Project Xilink Tools Window Help
i EE S ~® @ @~ [9% Run Ctrl+FL1
= = = —— W, | Bebu F11
{2 Projectxplorer 5 o) -
; E‘ <:==»=> | S 4 Run History 2
4 b Cheyenne Run As b
b ﬁ Binaries Run Configurations..,
¢l Includes B
b @ Debug Debug History 3
PR Debug As [3
I = ud Debug Configurations...
b [ delay.c
o [n delayh @ Toggle Breakpoint Ctrl+5hift+B
b [€ ds28e35.c @ Toggle Line Breakpoint
b [0 ds28e35.h @ Teggle Method Breakpoint
“ % maln‘.c 5 Toggle Watchpoint
» [ onewire.c
b Bl e % Skip All Breakpoints
p [B) platform_config.h & Remove All Breakpoints
¢ [g platform.
. % p'atform; % External Tools 3
= |h| platform.

14.Select Launch on Hardware (GDB) and click OK.

The tools will now initialize the processor, download the ‘Cheyenne.elf’ to DDR,
and then the Cheyenne application will run. This takes approximately 5 seconds
to complete, depending on the USB traffic. The progress is shown in the lower
right corner of the Xilinx SDK GUI.

= —re— 1]
CI—————— =

File Edit Source Refactor Mavigate Search Run  Project Xilink Tools Window Help
H-HE& &-4%-& RS RBEE R = [Eoc~]
R Bl Mg B @M @‘ &
t |Local ++ Application B 5w ] w XS o -
B Remote ARM Linux Application x = e = =erE = T
[Q Project Explorer &2 . O |@ main.c &3 _7 O[5z out 52 f@) Ma ‘ m]
BE|¥ ;; ieedhthe ran [ENET A Th
= n this case
4 | Cheyenne /¢ 1-Wire Search _ U platform.h i
i #F Binaries XTime Getrme(g.l_l 2 stdio.h |
= Gl Includes srand( (unsigned] stdiib.h
1> (= Debug & stdboolh
E // Start procedu i :
D Sk = ?rc printf("\nkn***1 H Std.mtlh
oy b & ud = string.h
» ! e 2z i _ mE ate L |
Run on Hardware b [8 delay.c | i » «| i | [
i+ [0 delayh - - 3
i [8 ds28e35.c gT\Eg;@‘ ”z. = B|(E spkLog 52 . =0
[T N g ) )
5 = —eh yenne.elf [Xilinx |«’.T,lfCH- apphca =5
48 Target Connections 12 ¥ =0 B X %| BRE -l Lk
g = = 17:53:47 INFO : Proc =
2 L : —
—- — | BT~ s
L Local [default] - s < [m] *
? = |LTf_wau'd like to see LAE ol
@] o M cne | ’
: e unching Cheyenne.elf: [44%) —_—
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15.Observe the output in the Tera Term or HyperTerminal session.

Take note that if everything is correct at the end of the print output, SUCCESS
will be shown indicating the DS28E35 is authentic.

[ |
\ COM7:115200baud - Tera Term VT e o

File Edit Setup Control Window Help

Welcome to Cheyenne Usecase with DS28E35 1-—Wire ECDSA Authenticator

Project version: vBpd

ncl_init ok with 16384 words

Speed set to Overdrive

Ouerdrive only 1-Wire slaves are supported
Detect the connected DS28E3IS

DE28E3S Found: 48 &b 13 91 98 ¥ 88 41 — SUCCESS

reeexBegin procedure to get public keys,. certificate and verif y=wessx

System Public Key x: AFF715516179F2DAB247EBEC6228CAD5245E22C43A270973
y: 7373IB442FDF?C6354B5D98BBCB6IBYDD63APACCFEBYEFBEDD

Reading device Pubkey x
Reading Page 3 to get device Pubkey v
SUCCESS

Current Device Pubhlic Key and ManID are set to:

Device Public Key x: PAESZAE481D74D729F3334F8AECA3ZDDEDCY?C21821F7BACS
y: 4B??CFEED1B3IAFC2954D56D40EBE49B75104EDB3 76 7B1758

MANID: LSB A8 MSE B@

SUCCESS

Begin reading of the Certificate

Device Certificate r: CBF132AC6BD83IEASE3IEGDYFYBACZ4CACIEDSHA4BCEB659F7F3
Device Certificate s: 5390BAB7EOAZ4PA??56A636B61B5FF7ES7AB29F39B21428C
Certificate Uerify Computation in Progress...

ECDSA—SHAZ56 CERTIFICATE VERIFICATION OK
SUCCESS

xxxBegin procedure to Read page B, generate signature and verif yseees
Reading Page B
FARARPRRARRRARRPRRBRPARPAARRRPARPRAPRPARRBARARPRBIPRAPRBARABABRARPA
SUCCESS

Writing challenge to memory huffer

Cgﬁééigge: ha4564d83bc83feleeb63d137adb?f9efcdcf433F2292bf 97b8c8F1282hd1

Compute and Read Page Signature
SUCCESS

Signature r: 4E371FIE8BCBAA11ABCASAFE2658D667EB2FF472ARFF2E
s: B7E?6D32CFEA137822C?85AFAC?ED?F62317A22BI1B76ADA

"Device Public Key x: PAES2AE481D74D729F3334FEAECA3DDEDC??C21821F78ACS
y: 4B?/CFEED1B3AFC2954D56DP4AEBE4?B75104EDB3 76781758

ignature Uerify Computation in Progress...

ECDSA—SHAZ56 SIGHMATURE VERIFICATION OK

SUCCESS

DE2BEIS Application Example: SUCCESS




MAXREFDES44# MicroZed Quick Start Guide

6. Summary

This reference design provides designers an example of using the MicroZed
development board to interface with a DS28E35 Peripheral Module and verify whether
or not it is authentic without the need to hide a system private key in the SoC’s memory.
The final design should only need to write-protect the MAXREFDES44# Cheyenne code
residing in SoC flash memory. Additionally, this reference design can be used as a
starting point to protect IP or prevent counterfeiting of a peripheral using the Xilinx
Zyng® SoC with the DS28E35.

13
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7. Appendix A: Set Up and Program the MAXREFDES44#

The MAXREFDES44+# ships with a blank DS28E35 device (i.e., device public keys and
private key are not loaded). To ensure it is ready to be used in the Cheyenne
application it must be programmed.

Setup Procedure

The following steps were performed on a PC with Windows 7 OS to set up the
DS28E35EVKIT GUI:

1. Obtain and unpack the DS28E35 Evaluation
Kit_vOp4_preliminary_030715.msi contained within the
MAXREFDES44_NDA_FW.zip or request the latest from the DS28E35EVKIT
webpage at www.maximintegrated.com/DS28E35EVKIT.

2. In afile viewer double-click the DS28E35 Evaluation
Kit_vOp4_preliminary_030715.msi to begin the installation.

i =
r 9 - - - Te. B T T I
\‘\/’l\,_,/l | <« Local Disk (C:) » designs » maxim » MAXREFDES44_NDA_FW » - | 0,| Segrch MAXREFDESSS NDA | yel
Eile Edit View Tools Help
Organize » Include in library « Share with = Burn Mew folder g==-= [Tl t@
 Eviitis = hame Date modified Type Size
B Desktop (B ‘._k%l DS28E35 Evaluation Kit_v0pd_preliminary_030715.msi I 3(T/2015 1:52 PM Windows Installer ... 4319 KB
@ Downloads ~ || DS28E35EVKIT setup.bd 5/1/2015 1:47 PM TXT File 2KB
(= Recent Places | 1 MAXREFDES44.xpr.zip 5/5/201512:09 PM  Cempressed (zipp... 3983 KB
1) MAXREFDES44_SDK_v0pD.zip 5/5/2015 3:32 PM Compressed (zipp... 2,263 KB
i Libraries =l project_setup tcl 4/28/20154:30 PM  Altium Script Doc.., 1KB
| XTI, . -

3. The setup wizard will open. Click Next as shown below:

i " I

Welcome to the DS28E36 Evaluation Kit Setup
Wizard

The installer will guide vou thiough the steps required to install D5 28E 35 E valuation Kit on your
computer,

\WARMIMG: This computer program iz protected by coppright law and international treaties;
Unautharized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

14
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4. Click Next again to install to the selected folder.

5 0528533 Evuaton P

Select Installation Folder .
B e ,'J

The installer will install D5 28E 35 Evaluation Kit to the following folder.

Toinztall in this folder, click "Nest". Tao install to a different folder, enter it below or click "Browse".

Folder:

C:\Pragrar Files [#BE]\M arim Integrated DS 28E 35 E valuation Kits Browse...
Dizk Cost...

Install DS28E35 Evaluation Kit for yourself, or for anyone who uses this computer:

@ Everyone

) Just me

Cancel ] [ < Back ] [ Mext » ]

5. Click Next again to confirm installation.

Confirm Installation

The installer is ready to install DS28E 35 E valustion Kit on your computer.

Click "Mext" to start the installation.

15
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6. When the Installation Complete window opens, click Close.

| 1] DS28E35 Evaluation Ki

Click "Cloze" to exit

Installation Complete

['528E 35 Evaluation Kit has been successfully installed.

Cancel

Fleaze uze Windows Update to check for any critical updates to the \MET Framework,

< Back

7. Next, from the Windows Start button, under All Programs navigate to the

Device Driver.

Games
Goagle Chrome
IAR Systems
J Intel PROSet Wireless
Java
KeyShot 564
Lenovo Battery Utility 2015
|, Maintenance
Maxim Integrated
DS2BE35 EVKIT

(Z) DS28E35 EVKIT Program
5] Installation Instructions
Maxim Integrated Products
i Maxim Integrated Products MTK
McAfee
Microsoft Office
I Microsoft Silverlight
. Microsoft Visual Studio 2005
Micresoft Visual Studio 2012
Notepads++

4 Back

| ~¢ Device Driver =
| DS28E35 EVKIT Datasheet (old haf

2]

Stewart Merkel

Documents

Pictures

Music

Computer

Control Panel

Devices and Printers

Default Programs

Help and Support

| 2ees |3
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8. Right-click on the install file and then choose Run as administrator.

Mame

% install
=4 maxq3400
%] maxqa400

Open
Edit
Print

| Run as administrator

Fa

L

Troubleshaot compatibility
1-Zip

Scan for viruses.

Check reputation in KSN
Kaspersky Application Advisor
Add to VAIO Gate

Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

9. A command window will open with a prompt asking to install the device driver.
Click Install.

e

BN ChWindows!\ System32\emd.exe

Processing inf :

C:sMindowsssystem32>pnputil —i —a K:insigned 871714 \maxg?4808. inf
Microsoft PnP Utility

maxg?488 . inf

[+7] Windows Security

17

Would you like to install this device software?

Marme: Maxim Integrated Products Ports (COM & L.
2 Publisher: Maxim Integrated Products Inc

[T] Abways trust software from "Maxim Integrated I Install || Don't Install

Products Inc".

[# You should only install driver software from publishers you trust. How can I decide which device
software-is safe to install?
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10.Plug in the DS28E35EVKIT board to the PC with the MAXREFDES44#
connected as shown below. Make sure the switch is set to the left of VCC3 ON.

Dinzimes. DeepCover® % peres
. 5 ®| SECURE-MEMORY
I DS28E35 EVKit

(= W

o [ J[L

1
GNB-—:=

UL

s LUt 02
UL UL _ . | VCC LEIM
OgoooQgo

11.The device driver will now be automatically installed.

L. Driver Software Installation -& '
Installing device driver software

MAXIM USB-to-12C Adapter i Searching precenfigured driver folders...

Programming Procedure

The following steps were performed on a PC with Windows 7 OS to program the
MAXREFDES44+#:

1. Click and open the DS28E35 EVKIT Program.

J CutePDF
Cygwin
. Digilent Stewart Merkel
. Games
Google Chrome Documents
. IAR Systems
| Intel PROSet Wireless Pictures
. Java X
KeyShot 564 Sirac
. Lenovo Battery Utility 2015

. Maintenance Computer

. Maxim Integrated
DS28E35 EVKIT | Control Panel

Devices and Printers

Default Programs

. Maxim Integrated Products Help and Support
. Maxim Integrated Products MTK
. MchAfee
Microsoft Office
. Microsoft Silverlight

Back

18
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2. The DS28E35 EVKIT Program GUI will open as below. If everything is connected
correctly, the DS28E35 ROM ID will be found.

Selup | DSIZFISFval | DS2475Eval | DSZEISPropram | 1-Wire:UserDefined | [2GUser Dofined
Memory Resource Seection
Commands
Ciptions
126 Loy Tl Lesy
o 2 Legging W 1wien Logging
m—— T ——
H ‘ f/ Device found with ROM ID: 410000000113EB40 ’
{/ Ead of search
// Begistration Mumber selected: 40 €8 13 01 00 00 00 41
|
= « m v
1] Hermal

Click on the DS28E35 Program tab.

File Help
Setup | DS28E35Eval | DS2475Eval | DS28E35 Program | 1-Wire: User Defined
Memeory Contents ” Device Key Pair || Certificate |

| 12c: User Defined |

Load
Page 0 ” Page 1 " Page 2 || Page 3 | Setup
Save
Setup
Segment LSB MSB
0123 Jao 00 00 00 00 00 0o 0o 00 00 0o 00 0o oo oo oo
4567 Joo 00 0o 00 0o 00 00 00 00 00 00 00 00 00 0O 00
Read Frotect ‘Write Protect EPRCM Emulation Mode
Make
Sample
Set Counter to Starting Value
M5B LSB -
Verify
0o o1 FF FF (maximum 00 01 FF FF)

Sample
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4. First click on Load Setup, then select the DS28E35EVKIT_setup.txt file that
contains the saved system key pair (located in MAXREFDES_NDA_FW.zip),
and finally click Open as shown below. Notice the subtab Memory Contents
pages are all zeros. This could have been programmed with other values for
configuration data, but is not essential to have filled in for authentication.

EVKIT Program - Version 0.4 {Preliminary)

File Help
Setup | DS2BE35Eval | DS2475Eval | DS28E35 Program | 1-Wire: User Defined | 12G: User Defined
Memory Contents || Device Key Pair || Cerlificate |
Load
Page 0 || Page 1 H Page 2 ” Page 3 | Setup 1
Segment.
01,2 3= =
4567 Organize = New folder =~ O @
s Favorites Name . Date modified Type Size
E B Desktop | .metadata 5/1/2015 6:14 PM File folder
| 4 Downleads . Cheyenne 5/1/2015 6:14 PM File folder
1] Recent Places 1. Cheyenne_bsp 5/1/20156:14 PM File folder
1 MZ_Zyng_HW.cache 5/1/2015 6:14 PM File folder
Set Counl wd Libraries 1 MZ_Zyng HW.data 5/1/20156:14 PM File folder
MSB [ Documents |\ MZ_Zyng_HW.isplanning 5/1/2015 6:14 PM File folder
T J'i Music o MZ_Zyng_HW.runs 5/1/2015 6:14 PM File folder
[ Pictures 1) MZ_Zyng_HW.sdk 5/1/2015614 PM  File folder
ﬂ Videos 1 MZ_Zyng HW.srcs 5/1/2015 6:14 PM File folder
. RemoteSysternsTempFiles 5/1/2015 6:14 PM File folder
19C L i% Computer . standalone_bsp_0 5/1/2015 6:14 PM File folder
i &, Local Disk (C:) | webtalk S5/L/20156:14PM  File folder
/' 12C Logging 2 Applications (\M&) I || DS2BESEVKIT setupt | D SA/20151:47PM T File KB
;- Metwork
File name: DS28E35EVKIT setup et - lTextﬁEs {*.bet) vI
3 I Open lvl I Cancel ]
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5. Click on the subtab Device Key Pair. Confirm the settings are shown as below
for the device key pair. For setup the Write Protect Device Key Pair is not
protected. If this is the final design, it is recommended to always have this set.
Also, note that each DS28E35 will have a device key pair with the private key
hidden using DeepCover® technology and the device public key x/y stored as

visible to the public.

File Help
Setup | DS2BE35Eval | DS2475Eval | DS28E35 Program | 1-Wire: User Defined | 12C: User Defined |
Memory Contents | _Device Key Pair | Certificate |
® Device Key Pair Auto-Generated Mo Key Pair (uncommaon) Static Device Key Fair Load
Setu
Static Device Key Fair Options e
Save
LSB Validate Key Pair Generate Key Pair M3B Setup
Private Key
|rJrJ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00
Public Key X
|rJrJ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00
Public Key Y
|r_w_1 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Write Alternate Image to Public Key
Il’Jl’.‘l 00 00 00 00 00 00 OO 00 00 00 0O 00 00 00 00 Q0 00 00 00 00 00 00 00 Dlaks
Sample
Other Optio
) ) . Werify
Write Protect Device Key Pair (recommended) Sample
Use Full Public Key and write *v" to Page 3
A ————
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6. Click on the subtab Certificate. Confirm the settings shown below for the system
key pair (Certificate Key Pair). Observe the system key pair values are the
same below. The Cheyenne application in its ‘C’ code uses only the system
public x/y keys for authentication. The system private key is to never be made
public and is only needed during programming of DS28E35 at the factory. Each
DS28E35 programmed will use this same system key pair to generate its unique
certificate. If this is the final design, a new generated key pair should be used
and saved off since this system key pair is only for demo purposes.

File Help

| Setup | D528E35Eval | DS2475Eval | DS2BE35 Program | 1-Wire:UserDefined | 12C: User Defined
| MemoryContents | Device KeyPair | Certificate
Maxim Generated Cerificate Key Pair Mo Cerificate Generated Load
o Setup
Alternative Cerificate Memory Image

LSB MSB
8 - u Save
Certiticate r Setup
|og oa oo oo oo oo oo oo 0o oo oo oo go 0o O 00 00 OO0 00 00 00 00 OG OO
Certificate s

1|'!.'- g0 00 00 @0 00 ag 00 00 00 00 00 @0 00 OO0 00 00 00 00 08 @0 00O af 0o

< ® User Supplied Cerificate Key Pair > Certificate Write Protect

Certificate Key Pair

Validate Key Pair Generate Key Fair

rivate Key Make
[12 02 ED BC EF 42 0m 28 BE 31 1c 55 22 3E SE 57 92 F@ 55 E7 27 A% 1L 43 Sample
Public Key X
[73 29 27 3a c4 92 5E 24 D5 Co 28 69 EC EB 47 B2 DO F2 79 61 51 15 F7 AF erify
Public Key ¥ BAmE
DD BE EF BT FE CC 7& 8L D6 7D 3B B& BC 90 5D 4B 35 Cﬁ‘fy
7. Click on Make Sample.
Certificate Key Pair

LSB Validate Key Pair Generate Key Pair MSEB

Private Key Make

[12 0 ED BC EF 42 0m 28 AE 21 1C 55 2 3E SE 57 92 F3 55 E7 27 A9 1R 4a Sample

Public Key X

73 B9 27 3R C4 92 SE 24 D5 CO 28 &9 EC EB 47 B2 D0 F2 79 &1 51 15 F7 AF Verify

Public Key Y Sample

|I) BE EF B7 FE CC TR 84 D& 7D 3B B6 BC 90 5D 4B 35 Cé& F7 FD 42 B4 73 73
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8. Confirm SUCCESS from the output 1-Wire Logging text box of the certificate
created, completing the programming of DS28E35.

1-nfire Log

/| 1-Wwiire Logging

ff Delay €0ms i

<SF_OFF>

o 2]
mr: F3 F7 59 BE BC 04 D5 1E AC 4C C2 02 F7 D9 E6 E3 A5 3E D8 &0 AC 32 FL C

< S/ Certificate 3: 8C 42 21 9B F3 2% 00 57 7E FF 05 &1 60 &3 &R 95 RS 40 A2 EO0 07 BO 90 53

f// Certificate generated and written, SUCCESS
SUCCESS, sample created
[
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8. Trademarks

1-Wire is a registered trademark of Maxim Integrated Products, Inc.
DeepCover is a registered trademark of Maxim Integrated Products, Inc.
MicroZed is a trademark of Avnet, Inc.

Vivado is a registered trademark of Xilinx, Inc.

Windows is a registered trademark and registered service mark of Microsoft

Corporation.
Xilinx is a registered trademark and registered service mark of Xilinx, Inc.

Zynq is a registered trademark of Xilinx, Inc.
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9. Revision History

REVISION | REVISION PAGES
NUMBER | DATE DESCRIPTION CHANGED

0 5/15 Initial release —
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