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Using this Guide

Contact Information

Please always check the product specific section on the Digi support website for the most current
revision of this document: http://www.digi.com/gatewaydevelopmentkit.

For more information about your Digi products, or for customer service and technical support, contact
Digi International.

To contact Digi International by Use

Mail Digi International
1101 Bren Road East
Minnetonka, MN 55343

U.S.A.
World Wide Web http://www.digi.com/support
Telephone (US) (952) 912-3444 or (877) 912-3444
Telephone (other locations) +1(952) 912-3444 or (877) 912-3444
Conventions used in this Guide
;rl;}f.‘; This icon indicates a step that has the potential to be
B || . . . .
e -’i’ o troublesome. Further information regarding items
,E.E:{{:‘: N marked with this symbol can be found in Appendix D:
o B Troubleshooting on page 79.
This icon indicates a hint, or concept that is learned.
=

This icon indicates a warning of the potential for
confusion or danger.

This icon indicates that a goal of the kit has been
completed.
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Introduction to the iDigi® Gateway Development Kit -
Wireless WAN Version

Thank you for purchasing an iDigi Gateway Development Kit. The kit is designed to make it easy
to setup an XBee network, upload a custom iDigi Dia application, and provide seamless
connectivity to the iDigi Cloud for web services integration to standard business applications
over the Internet. Before you start working with the kit, let’s cover some basics.

Goals of the Kit

As you go through the steps in this kit, you will:

1. Configure the Wireless WAN interface of the ConnectPort X4.

2. Create an iDigi developer account on the iDigi M2M operating Cloud.

3. Setup and configure the physical elements of an XBee wireless network and understand
how the network is managed through a ConnectPort X4 gateway.

4. Use the Digi ESP for Python IDE to build, download, and launch an iDigi Dia application
for your ConnectPort X4 gateway, then interact with the application in a realistic setting.

5. Use the iDigi Manager Pro Web Services Console to send a web service request to the
ConnectPort X4 retrieving the current XBee devices’ sensor readings.

6. Use the iDigi Gateway Development Kit Demonstration Application to understand how
an Enterprise application could use the iDigi Web Services APl to monitor the data
gathered by the XBee devices’ sensors.

Requirements of the Kit

System Requirements

To install the software mentioned in the Getting Started Guide, you will need a PC running Microsoft
Windows XP, Vista or Windows 7.

Web Browser Requirements

Microsoft Internet Explorer 7.0 or newer
Google Chrome 4.0 or newer
Mozilla Firefox 3.0 or newer

Additional Requirements

This Getting Start Guide assumes a scenario where there are no other XBee wireless devices in
the area (other than the ones provided with this kit) and that the local network has an Internet
connection.

| Note: If other XBee networks are present and open for joining, the XBee Sensor and XBee Smart
| Plug may join the wrong network. Please refer to the “XBee devices fail to join the ConnectPort
X4’s network” section of Appendix D: Troubleshooting on page 79 for more information.
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Part 1: Setup your Digi® Gateway Development Kit

Step 1: Kit Preparation

Identify Your Kit Components

Carefully unpack and verify the contents of your kit.

ConnectPort X4

XBee Sensor *XBee SmartPlug  “Read me first” Insert
— } : “m’“
--»-—---—_
*Non-US k aII Router
Ethermnet Cable Power Supply *Power Cord

) i =
Q"R

XBee Antenna

C

<\\—8 : &)

I 1
TR
*Not indudead in the X4-21T-CO3-W

Cellular and WiMAX Antennas

XBee Smart Plug
Safety and

Certifications Insert

Figure 1: Kit Components

The table below indicates the type and quantity of cellular or WiMAX antennas included in your kit.

Ant Sprint Verizon AT&T Generic WiMAX
ntenna X4K-Z1U-C1011-A1 | X4K-Z1U-C2011-Al1 | X4K-Z1U-H2011-Al | X4K-Z1U-U7011-A1 | X4K-Z1U-C6011-Al
A 1 1 1 1 1
B 2 2
C 2 2
D 2
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Step 2: Unpack and Set up the ConnectPort X4

To begin setting up your iDigi Gateway Development Kit, you will need to connect the antennas
to your ConnectPort X4, connect your PC’s Ethernet cable to the ConnectPort X4, and then
power on the ConnectPort X4, and then form your XBee network.

ST
o QQ“"‘“"’C:QE

Figure 2: Connecting Hardware

1. Remove the ConnectPort X4 from the box and attach the XBee antenna to the unit.

Attach the Cellular or WiMAX antenna(s) to your ConnectPort X4.

3. Connect the power supply to the ConnectPort X4 and then plug the power supply into a
wall outlet.

g

Note: The power supply has a twist-locking connector, ensure that the connector is
locked into place.
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Step 3: Configure the ConnectPort X4

Note: By default, ConnectPort X4 Wireless WAN models are configured with a static IP Address of
192.168.1.1 for the Ethernet interface, and they are configured to act as a DHCP Server. This
configuration simplifies the initial configuration of the unit.

1. Connect one end of the Ethernet cable to your PC, and the other end to the ConnectPort
X4 Ethernet port (ensure that your PC is configured to obtain its IP address via DHCP).

2. Open the Web interface of the ConnectPort X4 by navigating to the 192.168.1.1 address
in a Web browser on the PC and you will see a screen similar to the following:

£} Connuctiort X4 Configuration and Managemont - Mozills Firefox
B E& Yew Mooy Booknads ook el

t’ il o a0 herpree e aheme b . [%8-

Connectort X4 Condiguration and M...

ConnectPort X4 Configuration and M 114

\Dhia i
#‘ .
ielp

Gunfiguracion Gotting Startud

Tutorial Hot sure what to do next? This Tutoral can help.

System Summary

Madel;  ConnectPort X4
Ethermet MAC Address: 00:40:90: 4F D5 E2

Ethemat [P Address: 192.166.1.1
Mobils [P Address: Mot Connected

Applications
By Doscription:  Nonn
Contact: None
Location: Hone

Device 10 00000000 -00000000~-004090FF ~FF 4FDSEZ

Figure 3: Web Interface

3. Configure the ConnectPort X4 Wireless WAN and Ethernet interface. Select the
Appendix below that best matches the Wireless WAN interface of your ConnectPort X4.

Note: For more information on how to properly configure the ConnectPort X4 Wireless
WAN interface, refer to the following Appendix:

Appendix A: Configuring for a GSM/Edge cellular network (AT&T)
Appendix B: Configuring for a CDMA cellular network (Verizon)
Appendix C: Configuring for a CDMA cellular network (Sprint)
Appendix D: Configuring for a WiMAX network

iDigi Gateway Development Kit Getting Started Guide — Wireless WAN Version
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Once you have followed the configuration examples for the Wireless WAN interface in the appropriate
Appendix, continue with the following sections below:

Configuring the ConnectPort X4 IP Gateway Priority

Once the ConnectPort X4's mobile interface is connected, it could conceivably reach the Internet via
either of its network interfaces (Mobile or Ethernet). Configuring the ConnectPort X4 Gateway Priority
List determines the priority for each of its network interfaces. By default the ConnectPort X4 gives the
Mobile interface the highest priority.

The ConnectPort X4 IP Gateway Priority List and the DNS Priority List are configurable via the
Configuration > Network > Advanced Network Settings page, as displayed below: (Gateway Priority will
display WiMAX for WiMAX units.)

w Advanced Network Settings

The following settings are advanced settings used to fine tune the network connection and network
interfaces. The default settings will typically work in most situations.

IP Settings

Host Name: |

Static Primary DNS: ID.D.I}.I}

Static Secondary DNS: ID.D.D.I}

DNS Priority: Maobile

Ethernet =| ¢

o
Gateway Priority: Ethemet ~|
C

See also IP MNetwork Failover Settings for default gateway management.
DMNS Proxy Settings

¥ Enable DNS Proxy Service

Request Cache Size Maximum: IEES entries (16-1024)
Figure 4: Advanced Network Settings

iDigi Gateway Development Kit Getting Started Guide — Wireless WAN Version
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Configuring the Ethernet Interface

Now that the ConnectPort X4’s mobile interface is configured, you will need to configure the Ethernet
interface. The Ethernet configuration changes will involve disabling the DHCP Server and determining
how the ConnectPort X4 will be given its IP address.

1. Click on Configuration > Network from the left-hand menu. You should see the Network
Configuration screen (with the Ethernet IP Settings page displayed by default) as shown:

ConnectPort X4 Configuration and Management

\Diar

L

@ Heb

Home Network Configuration

Confi ti q
entiguration ¥ Ethernet IP Settings

Metwork
rohbile
WEes Metwork O Obtain an IP address automatically using DHCP *
Serial Ports @ use the following IP address:
camer * 1P Address: | 192.168.1.1
Alarms ' -
System * Subnet Mask: 255 255 2550
iDigi
Usars Default Gateway: 0.0.0.0
Position
N Enable autolP address assignment
Applications
ZZ;T;;“ * Changes to DHCP, IP address, and Subnet Mask may affect your browser connection.
Industrial Automation
Management
Serial Ports DHCP Server Settings

Connections
Event Logging
Metwork Services

MNetwork Services Settings
Dynamic DNS Update Settings

Administration IP Filtering Settings
File Management

#5809 Certificate/Key

r w w w w

IP Forwarding Settings

Management » IP HWetwork Failowver Settings
Backup/Restore S np—
Update Firmware REREL Tunnet settings
Factory Default Settings b Virtual Private Metwork (YPN) Settings
System Infarmation .
¥ » IP Pass-through Settings
Reboot
» Host List Settings
Logout

-

Yirtual Router Redundancy Protocol (YRRP) Settings

-

Advanced Network Settings

Figure 5: Ethernet IP Settings

2. Click the DHCP Server Settings link and open the DHCP Server Settings page.

3. Todisable the DHCP Server, un-check the "Enable Dynamic Host Configuration Protocol
(DHCP) Server" entry. Click Apply when finished.

4. Return to the Ethernet IP Settings page by clicking the Ethernet IP Settings link.

5. Configure the ConnectPort X4 with either a static IP address, or have it get its IP address
from a DHCP Server, whichever method is appropriate. Click Apply when finished.
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Viewing IP Address Information

The ConnectPort X4 Home page will display the IP address for both the Ethernet and Mobile networks.

ConnectPort X4 Configuration and Management

\Dig1
@ Help
Home Home
Configuration :
Network Getting Started
Maobile Tutorial Mot sure what to do next? This Tutorial can help.
XBee Network
Serial Ports System Summary
Camera
Alarms Model: ConnectPort X4
System Ethernet MAC Address: 00:40:90:50:12: 1A
iDigi
Use_rg Ethernet IP Address: 10.21.6.124
Position Mobile IP Address:  68.26.179.6
Applications
Python Description: None
RealPort Contact: None
Industrial Automation Lacation: None
Management
Serial Ports Device ID:  00000000-00000000-00409DFF-FF50121A
Connections

Event Logaging
Network Services

Administration
File Management

¥.509 Certificate/Key
Management

Backup/Restore

Update Firmware
Factory Default Settings
System Information
Reboot

Logout

Figure 6: ConnectPort X4 Home Page

Viewing Ethernet Statistics

To view information about the Ethernet Link as well as Ethernet and IP statistics, navigate to the
Administration > System Information > Network page.

The ConnectPort X4 is now ready to be moved to your Ethernet network, and by default will use its
mobile interface as its primary network interface.

Disconnect the ConnectPort X4 from your PC and then connect it to the Ethernet network (if the PC
needs to be reconfigured with a static IP address, do this prior to moving the PC to the Ethernet network
as well).

You have just completed Goal #1:
Configure the Wireless WAN interface of the
ConnectPort X4.
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Step 4: Setup the XBee Smart Plug and XBee Sensor

XBee/ZigBee Note: If you have additional XBee/ZigBee devices, for the best kit experience, we
recommend powering down or disable joining other XBee/ZigBee PANs in the area before
beginning this step. If you are unable to do this other devices might join the kit network and
create interference when deploying your iDigi Dia project. You could also encounter issues
connecting the XBee Sensor and XBee Smart Plug to the ConnectPort X4 as they are configured
to join any available PAN.

1. Remove the XBee Smart Plug from the box and plug it into a wall outlet. The green LED
will blink to indicate that the XBee Smart Plug is associated with an XBee network.

2. Remove the XBee Sensor from the box and insert the batteries (3) from the box and
install them into the XBee Sensor (unscrew the two screws on the XBee Sensor to install
the batteries). The XBee Sensor’s ASSC LED will blink when the device is connected to
your XBee network.

“i Note: If either of the XBee devices fails to blink its ASSC LED indicating that it is connected to

your XBee network, please refer to the “Is the ASSC LED solid green? ” section of Appendix D:
Troubleshooting on page 79 for more information.

iDigi Gateway Development Kit Getting Started Guide — Wireless WAN Version
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Step 5: Connect the ConnectPort® X4 to iDigi®

The iDigi Cloud is an on-demand hosted service platform with no infrastructure requirements for the
user. The iDigi Cloud provides device management, iDigi client application to iDigi device data
interaction (messaging), and data storage for a network comprised of both wired and wireless Digi and
third-party Gateways (called iDigi devices). The iDigi Cloud provides easy integration with M2M and
mesh network devices.

First, before you can connect your ConnectPort X4 to iDigi, you must create an iDigi developer account.

1. To set up an iDigi developer account:

a. Navigate to http://www.idigi.com.

Login
b. Click the iDigi Login button in the upper right corner of the page.
c. Click the iDigi Developer Cloud login button.
r =
iDigi Device Cloud iDigi Developer Cloud

Hosted platform for device applications
Performance for transactional throughput

. iDigi's FREE development environment
-

e Scalahility for connected devices

.

-

Identical to the iDigi Device Cloud
iDigi APIs

Device and application integration
Getting started - training and kits

Reliahility for service availahility
Security for private information

[0 save my choice for faster login and to bypass this screen
“You can always "Reset Login ©ptions" at the bottomn of the website to restare this screen

Figure 7: iDigi Cloud Screen

You will be redirected to the iDigi Developer Cloud login page.

Want to learn more about iDigi?

Please refer to the iDigi User’s Guide which can
= be found at
http://www.digi.com/qgatewaydevelopmentkit

iDigi Gateway Development Kit Getting Started Guide — Wireless WAN Version
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d. If you do not already have an iDigi developer account, click on the “Are you a new
user" link and create your account.
If you already have an account, login and skip ahead to the “Add the ConnectPort X4
to your iDigi inventory” section on the next page.

L‘j Dlgl' Developer Cloud

Log in to inigi
A YOU 8 DEW userd

Pagsword:

0L Gt LA QAT OF CARENGED

Figure 8: iDigi Login Page

Continue filling in all required fields of the iDigi Registration Form until you complete
the iDigi Registration process.

'\?Dlgl ® Developer Cloud

iDigi Registration

Company: N Address:

First Name: -

Last Name: * City:

Email: o State:

Job Title Postal Code

FIEIE Country: United States v

* Asterisk indicates required field.

Your privacy is important to us! We do not share your contact information with third parties. Privacy Palicy

_Nexi Cancel
Figure 9: New User Registration Page
e. After completing the iDigi Registration process, you will be redirected to the iDigi

Login page (refer to Figure 5, above). Enter your iDigi user credentials and then click
the Login button.

You have just completed Goal #2:
Creating an iDigi developer account on
the iDigi M2M operating platform.
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Add the ConnectPort X4° to your iDigi® Inventory
The iDigi Cloud allows you to securely manage the devices in your device inventory.
1. To add the ConnectPort X4 to your inventory, follow these steps:

a. Select the Devices link in the Left Navigation Bar.

b. Click the w Add Devices button in the Tool Bar to open the Add Devices
applet. The Add Devices applet will discover the Digi devices on your network.

Note: In order to discover devices on your network automatically, the Add Devices applet
requires Java Runtime Environment (JRE) 1.6 or newer.

If Java Runtime Environment (JRE) 1.6 is not installed, you must add your device manually;
see the “iDigi Manager Pro does not discover your ConnectPort X4” section of Appendix D:
Troubleshooting, on page 80 for more information.

c. Select your ConnectPort X4 from the list. To verify that you are selecting the
correct device from the list, match the MAC address listed on your label (found
on the bottom of the device) with the MAC address listed within the Add
Devices applet. Click the OK button.

Home Devices
Welcome -
Resources
Search ¥
» Management MAC Addrass Device |0 IP Address Device Type Deseription Status Firmuare Level
e o O04000:49B0BF  O0409dFF-FF4SbObT 10.21.6.178 ConnectPort X4 Gateway Dev Kit Damo Connected 21208
HHBee Metworks
Storage
Weh Serdces Consale AddDeices
Subscriptions
s Below are the devices found on your local network. Select the ones youwould like to add and click OK. If
urnrmary e i
¥ your device is not found, click the Add Manually button
Details
5 Administration 57 Afternpt to auto-configure selected discovered devices to connect to iDigi
Warning: This action may reboot the device.

hity Account
Messages

Select Devices: All Mone (7 devices found)
Operations

MAL Address IF Address Hardware Name Device Id & Refresh

004090 49B0BF 10.21 6178 ConnectPort X4 00408 0FF-FF49B0BF

Didn't find your device on the network?  Add Manually ==
N devices fo add
Ok Cancel
Ready 1 devices

Figure 10: Add Devices Applet
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S
d. Wait about 60 seconds then go back to the Devices list and click the Refresh

button. The status of your ConnectPort X4 should now appear as “Connected.”

G :
¢ ] iDigi Manager Pro
'Dign

{r Home Devices
Welcome $ | By . + X | 1- &- | &

Devices ‘e 004000 SOBOBF DOS0GdFF-FFa@b0bT 10218178 ConnectPort X4 Gateway Dev Kit Demo Connecled 21200

»Bee Networks
Storage
Web Services Console

| Subscriptions

Summary
Details

{5 Administration

My Account
Messages
Operations

Ready

Bl
Resources .
Search: Q x ¥
“» Management MAC Address Device D IP Address Devioe Type Desoription Firmware Level

1 devices

Figure 11: iDigi Device Inventory

Note: If the device still appears as ‘Disconnected’ after clicking the Refresh button, please

refer to the “’iDigi Manager Pro lists the ConnectPort X4 as ‘Disconnected' section of
Appendix D: Troubleshooting, on page 82 for more information.
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Step 6: Install the Digi ESP™ for Python Development
Environment

The Digi ESP for Python Development Environment is an Eclipse-based Integrated Development
Environment (IDE) that simplifies the process of creating Python applications for iDigi devices. It
also provides many example projects, one of which we will be using later in this section.

To download and install the Digi ESP for Python Development Environment:

1. Navigate to http.//www.digi.com/qatewaydevelopmentkit and click on the “Download
Digi ESP for Python” link.

2. You will be redirected to the Python Product page. The various download options for
the Digi ESP for Python framework will be displayed on this page. Click on the “Digi ESP
for Python - Windows XP/Vista/Windows 7 installer ver. 1.2.0.5” link to download the
Digi ESP for Python Development Environment.

Note: Mac operating systems are not supported in this Development Kit experience.
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Figure 12: Select Digi ESP for Python Download Variant
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3. Once the Digi ESP for Python framework has been downloaded, run the Digi ESP for
Python framework installation wizard. Follow the steps in the wizard to complete the
installation process. Click Finish at the end of the installation.

Note: A prompt will ask you if you would like to open the Release Notes associated with
the Digi ESP for Python framework, deselect this checkbox.

4. The Digi ESP for Python framework will launch automatically and prompt you to select a
workspace directory. Use the default workspace directory (or click the Browse button
and navigate to your desired alternate workspace location), check the “Use this as the
default and do not ask again” box, and click OK.

Note: The Digi ESP for Python framework 'workspace' is the directory where projects and
configurations will be stored. The default location for this directory is a subfolder called
. workspace on the user home directory, for example, C:/Documents and
= Settings/[username]/workspace.

) Workspace Launcher

Select a workspace

Cigi ESP for Python stores your projects in a folder called a workspace,
Choose a warkspace Folder ko use Faor this session,

Workspace: | C\Documents and Setkingstileezworkspace v| [ Browse, .,

Iz& this a5 the defaulk and do not ask again

K l [ Cancel

Figure 13: Selecting your Digi ESP for Python Workspace
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5. The first time you run Digi ESP for Python the Welcome screen is displayed.

Fle Edt Mavigate Search Project Device Options Run Package Manager ‘Window Help

Figure 14: Digi ESP for Python Welcome Screen

6. Open the Digi ESP for Python Workbench by clicking on the Workbench icon (as
indicated above).

File Edit Mavigate Search Project Device Options Run  Package Manager ‘Window Help
iM-He @ @- @R @ B oW H-0-i4- @5 B &
Pydeyv Package Expl o= Outline: =
[# PydevPackageExpl (2 . = O = 0|8 cutine 2 =
= <):»D .‘;!I 2 M = An outling is not available.
B console 2 =] Properties] Ei Prob\ems] '&: Tasksw @ Terminaq =~ E-r-=0
Mo cansoles to display at this time.
1N 0 items selected [‘% ,) LD o [E] <

Figure 15: Digi ESP for Python Workbench
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Step 7: Create your first iDigi® Dia Project

The iDigi Dia (Device Integration Application) is software written in Python that simplifies the
task of gathering data from attached devices (such as XBee Sensors), and sending the gathered
data to iDigi, allowing for easy integration with client applications using the iDigi Web Services
API to access it.

The steps in this section will help you build, download, and launch your first iDigi Dia application.
The resulting iDigi Dia application will contain drivers for the XBee Sensor and XBee Smart Plug.
The application will also be configured to report its data using the RCI presentation for access

with iDigi Web Services (which will be demonstrated later in this guide).

To begin creating your first iDigi Dia project:

1. Open the iDigi Dia Project Wizard by clicking File > New > iDigi Dia Project from the File
menu.

AlL+Shift+r # @ Digi Python Application Project
Open File. .. @ Digi Python Application Sample Project
‘E‘ iDigi Dia Sample Project

S iDigi Dia Project

™ Project. ..

Figure 16: Selecting an iDigi Dia Sample Project
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2. The main wizard page contains a text box to insert the name of the project to be
created; name your project. This example uses a project name of “Demo_Project1” but
you can choose any uniqgue name. Once the project name has been provided, click Next.

(&9 iDigi Dia Project Wizard

Project name and location

Select the new project name and location

| . —
< Project narme: |Demu:u_Pru:ujeu:I:1| ) |
\ Vo

Use default location

iDigi Dia settings

Idse default iDigi Dia wersion

Advanced projeck settings
Idze default configuration File name
lemamiat [ it

[ ] Include iDigi Dia source code in project

Figure 17: Name your iDigi Dia Project
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3. Within the Remote Device selection wizard page ensure that Use Current Remote
Configuration is selected, and then click the New... button to create a new remote
configuration.

0 iDigi Dia Project Wizard

Remote Device selection

Select the Remote Device Faor your iDigi Dia project

Eemaote Device

'E} se Current Remote Device

i) Seleck Specific Remaote Device

Remote Device name: ConnectPort X4

'f?:] [ < Back ][ Mexk = ] Finish

Figure 18: Create New Configuration

A new Remote Device Configuration is needed to work with each specific target device
(your ConnectPort X4 in this case). Multiple remote configurations can be created for
working with different devices.
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a. After clicking the New... button, the Device Manager wizard dialog will open.

&) Device Manager

Configure a remote target and set it as the current configuration

Device Manager allows the creation of configurations For different remote devices and associates each configuration with a symbalic name

£ o —1
& - e | | The parameters for the communication between the IDE and the remote device can be easily (rejconfigured using this
P : dialog.
o Digi Device Additionally, the Device Manager allows the verification of communication betwesn the hast and the selscted targst

device (current configuration),

Configure Remate configuration settings from this dialog:

| | -Press the 'Mew' button to create a configuration of the selected bype

=| -Press the 'Duplicate’ button to copy the selected configuration

3 -Press the 'Delete’ butkon ko remove the selected configuration
|—=| -Press the 'Collapse All' button to collapse all the expanded remate configurations
@) -Press the 'Device Discovery' butkon to discover connected Digi devices.

-Edit ar view an existing configuration by selecting it

)

Close

ra,
(=
.

Figure 19: Device Manager Home Page
Note: The left side of the dialog lists the Remote Configurations that exist in the Workbench.

b. Initially, there are no Remote Configurations listed in the Device Manager. To begin
the process of creating your first Remote Configuration, enable the Device Manager
to discover the ConnectPort X4 automatically by clicking the Device Discovery &)
button.
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